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DETAILED ACTION 
Specification 

1. The title of the invention is not descriptive. A new title 
is required that is clearly indicative of the invention to which 
the claims are directed. 



Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs 
of 35 U.S.C. 102 that form the basis for the rejections under 
this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) The invention was described in (1) an application for patent, published 
under section 122(b), by another filed in the United States before the 
invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the 
invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the 
effects for purposes of this subsection of an application filed in the 
United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English 
language . 

3. Claims 1-5, 8-12, 21-26, 29-33, 36-40, 42 and 50-51 are 
rejected under 35 U.S.C. 102(e) as being anticipated by Beser 
U.S. Patent Number: 6,189,102 (hereinafter referred to as 
'Beser' . ) 

4. Referring to claims 1, 8, 21, 25, 29, 36, 42, 50, 51, Beser 
teaches a method, an apparatus and a programmable storage device 
for issuing or renewing a host address, comprising: retrieving a 
host identifier in a header of a data packet [see column 32 - 
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lines 39-67 and column 33 - lines 1-22, 'MAC address']; matching 
said host identifier with a list of host identifiers [see column 
32 - lines 39-67 and column 33 - lines 1-22, 'test using the 
authentication table' ] ; maintaining a state of authentication 
for a host if a match is found, or if not matched, maintaining a 
state of authentication for a host if a match is found, or if 
not matched, maintaining a state of unauthentication for said 
host [see column 33 - lines 9-33, 'registered', 'registration 
rejected']; inserting a proxy address in a relay agent address 
field in the data packet [see column 24 - lines 10-20, 'CM 16 
functions as a standard BOOTP relay agent/DHCP Proxy', lines 29- 
44 and lines 51-63, 'if the first message field is zero, the 
second network device puts its own connection address into the 
first message field' and column 26 - lines 36-50] ; and 
transmitting the data packet to an address allocation device to 
issue or renew said host address if said host is in a state of 
authentication [see abstract and column 29 - lines 31-48.] 

5. Referring to claims 2, 9, 22, 30, 37, Beser teaches wherein 
said host identifier is a MAC address [see column 32 - lines 39- 
67 and column 33 - lines 1-22, 'MAC address'.] 

6. Referring to claims 3, 10, 31, 38, Beser teaches further 
comprising storing said list of host identifiers in a memory 
[see column 32 - lines 53-57.] 
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7. Referring to claims 4, 11, 23, 32, 39, Beser teaches 
further comprising pairing said list of host identifiers with a 
host information list [see column 10 - lines 31-46 and Table 1.] 

8. Referring to claims 5, 12, 24, 33, 40, Beser teaches 
further comprising discarding said data packet if said host is 
in a state of unauthentication [see column 33 - lines 9-33 , 
Registration rejected' .] 

9. Referring to claim 26, Beser teaches wherein said data 
packet further comprises a server identifier address field, said 
server identifier address field having said proxy address [see 
column 18 - lines 8-48.] 

Claim Rejections - 35 USC §103 

10. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action : 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

11. Claims 6, 13, 28, 34, 41 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Beser U.S. Patent Number: 
6,189,102 (hereinafter referred to as 'Beser'.) 
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12. Referring to claims 6, 13, 28, 34, 41, Beser teaches a 
method for issuing or renewing a host address [see column 32 - 
lines 39-67 and column 33 - lines 1-22, ^MAC address'] however 
does not set forth the limitation of further comprising querying 
an accounting device to obtain account information for said 
host . 

It would have been obvious to one of ordinary skill in the 
art at the time of applicant's invention that it was old and 
well known in the computer art to get the advantage of being 
able to obtain account information of a host in order to 
determine various types of services that needs to be provided to 
the host. It would have been obvious to one or ordinary skill in 
the art at the time of applicant's invention to include 
accounting device containing account information for the host. 

13. Claims 7, 14-19, 27, 35, 43-49 and 52 are rejected under 35 
U.S.C. 103(a) as being unpatentable over Beser U.S. Patent 
Number: 6,189,102 (hereinafter referred to as y Beser') and 
further in view of Michael Patrick, "DHCP Relay Agent 
Information Option" Motorola ISG, July 30, 1997 (hereinafter 
referred to as "Michael" . ) 
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14. Referring to claims 7, 14 , 27, 35, 43, Beser teaches 
inserting a proxy address in a relay agent address field in the 
data packet [see column 24 - lines 10-20, 'CM 16 functions as a 
standard BOOTP relay agent/DHCP Proxy', lines 29-44 and lines 
51-63, 'if the first message field is zero, the second network 
device puts its own connection address into the first message 
field' and column 26 - lines 36-50] however does not set forth 
the limitation of wherein said inserting step further comprises 
flagging an option 82 option in said data packet. Michael 
teaches a use of option 82 with DHCP protocol to prevent several 
security attacks on the operation of IP address assignment, 
including IP spoofing, Client ID spoofing, MAC address spoofing, 
and DHCP server address exhaustion [see Michael page 5 - 
paragraphs 1,2,3 and page 10 - paragraphs 2,3,4,5,6.] 

One of ordinary skill in the art at the time of applicant's 
invention would have clearly recognized that it is guite 
advantageous for the system of Beser to implement option 82 in 
order to prevent several security attacks on the operation of IP 
address assignment, including IP spoofing, Client ID spoofing, 
MAC address spoofing, and DHCP server address exhaustion. It is 
for this reason that one of ordinary skill in the art would have 
been motivated to use option 82 to prevent various types of 
security attacks on the operation of IP address assignment. 
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15. Referring to claims 15, 44, 52, a method and an apparatus 
for issuing or renewing a host address, comprising: retrieving a 
host identifier in a header of a DHCP request packet [see column 
32 - lines 39-67 and column 33 - lines 1-22, 'MAC address']; 
matching said host identifier with a list of host identifiers 
[see column 32 - lines 39-67 and column 33 - lines 1-22, 'test 
using the authentication table' ] ; maintaining a state of 
authentication for a host if a match is found, or if not 
matched, maintaining a state of unauthentication for said host 
[see column 33 - lines 9-33, 'registered' , 'registration 
rejected']; inserting a proxy address in a relay agent address 
field in the data packet [see column 24 - lines 10-20, 'CM 16 
functions as a standard BOOTP relay agent/DHCP Proxy', lines 29- 
44 and lines 51-63, 'if the first message field is zero, the 
second network device puts its own connection address into the 
first message field' and column 26 - lines 36-50]; transmitting 
the data packet to an address allocation device if said host is 
in a state of authentication [see abstract and column 29 - lines 
31-48] ; setting said proxy address in a server identifier 
address field in a DHCP offer packet having an assigned host 
address, said DHCP offer packet received from said address 
allocation device in response to said DHCP request packet [see 
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column 18 - lines 8-48] ; however does not set forth the 
limitation of wherein said inserting step further comprises 
flagging an option 82 option in said data packet. Michael 
teaches a use of option 82 with DHCP protocol to prevent several 
security attacks on the operation of IP address assignment, 
including IP spoofing, Client ID spoofing, MAC address spoofing, 
and DHCP server address exhaustion [see Michael page 5 - 
paragraphs 1,2,3 and page 10 - paragraphs 2,3,4,5,6.] 

One of ordinary skill in the art at the time of applicant's 
invention would have clearly recognized that it is quite 
advantageous for the system of Beser to implement option 82 in 
order to prevent several security attacks on the operation of IP 
address assignment, including IP spoofing, Client ID spoofing, 
MAC address spoofing, and DHCP server address exhaustion. It is 
for this reason that one of ordinary skill in the art would have 
been motivated to use option 82 to prevent various types of 
security attacks on the operation of IP address assignment. 

16. Referring to claims 16, 45, Beser teaches wherein said host 
identifier is a MAC address [see column 32 - lines 39-67 and 
column 33 - lines 1-22, 'MAC address'.] 

17. Referring to claims 17, 46, Beser teaches further 
comprising storing said list of host identifiers in a memory 
[see column 32 - lines 53-57.] 
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18. Referring to claims 18, 47, Beser teaches further 
comprising pairing said list of host identifiers with a host 
information list [see column 10 - lines 31-46 and Table 1.] 

19. Referring to claims 19, 48, Beser teaches further 
comprising discarding said data packet if said host is in a 
state of unauthentication [see column 33 - lines 9-33, 
^registration rejected' .] 

20. Referring to claims 49, Beser teaches a method for issuing 
or renewing a host address [see column 32 - lines 39-67 and 
column 33 - lines 1-22, 'MAC address'] however does not set 
forth the limitation of further comprising querying an 
accounting device to obtain account information for said host. 

It would have been obvious to one of ordinary skill in the 
art at the time of applicant's invention that it was old and 
well known in the computer art to get the advantage of being 
able to obtain account information of a host in order to 
determine various types of services that needs to be provided to 
the host. It would have been obvious to one or ordinary skill in 
the art at the time of applicant's invention to include 
accounting device containing account information for the host. 
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Conclusion 

21. The prior art made of record and not relied upon is 
considered pertinent to applicant's disclosure. The following 
documents have been made record of to further show the state of 
the art as it pertains to issuing and renewing a host address: 

Fijolek et al. U.S. Patent Number: 6,240,464 

Arutyunov U.S. Patent Number: 6,611,868 

Subramaniam et al. U.S. Patent Number: 6,070,187 

Lim et al. U.S. Patent Number: 5,884,024 

Dulman U.S. Patent Number: 5,915,008 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Niketa I 
Patel whose telephone number is (703) 305 4893. The examiner 
can normally be reached on M-F 8:00 A.M. to 5:00 P.M. 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner's supervisor, Jeffrey A. Gaff in can 
be reached on (703) 308 3301. The fax phone number for the 
organization where this application or proceeding is assigned i 
703-872-9306. 
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Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . j 
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